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WebEXx Instructions for Participation

THANK YOU for joining today’s Webinar presented by
the IEEE-Standards Association

Upon entering the webinar, all attendee lines are automatically
MUTED. Today’s presentation is a one-way broadcast.

use the CHAT feature and message the host,
David Stankiewicz, for help with troubleshooting.

D If you are experiencing technical issues (audio or visual),

" _» ]| To ask QUESTIONS throughout the webinar, use the Q&A
» || feature and send them to Brett Houseal.
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Where can Blockchain Help with these
Numbers?

$359 MM 12Years 10% 1

Company cost for The time it takes a new 5 iy 5 000 drugs Only 1 of

development of drug to travel from the {hat begin these 5 is
one new drug from lab research to the preclinical testing  €V€r
research lab to patient (post-market make it to human approved for
patient approval). testing. human

consumption
Source: California Biomedical Research Association — https://www.ca-biomed.org/pdf/media-kit/fact-sheets/CBRADrugDeve op.mfp

$8 MM ~3%0 80% 1

(0] .. . i
Lost revenue for /o of adult cancer % of clinical trials ©nly 1in 20
each day a drug is patients that fail to meet ~ Of Americans
delayed participating in their enrollment ~ XnNOw where
Source: Drug oncology clinical timelines to find
Development Technology trials Source: Drug information
Source: National Center Development Technoloay on relevant
for Biotechnology trials
Information .
(CISCRP)
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http://www.drugdevelopment-technology.com/features/featureclinical-trial-patient-recruitment/
https://www.ncbi.nlm.nih.gov/books/NBK50895/
http://www.drugdevelopment-technology.com/features/featureclinical-trial-patient-recruitment/
http://www.pharmexec.com/building-clinical-trial-awareness-patients-why-not-try-pharmacist
https://www.ca-biomed.org/pdf/media-kit/fact-sheets/CBRADrugDevelop.pdf

THE PANEL OF EXPERTS

VLADIMIR PETROVIC, Ph.D
Clinical Biomarkers and

! Diagnostics, Amgen
www.Amgen.com

ROBERT BARKOVHICH
CEO & Founder, Health

Linkages
www.HealthLinkages.com

EDWARD BUKSTEL
| CEO, Clinical Blockchain
www.ClinicalBlockchain.com
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Key Learning Points of this Webcast

- Understand how blockchain technology can tackle the
patient engagement/recruitment challenge

 How aggregation of health data from the blockchain can
improve data analytics in assessing clinical trials
outcomes

- Understand the difference between private and public
blockchains applications in clinical trials

« How blockchain can close the gaps in clinical research that
can accelerate drug development and improve patient
safety and care
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CLINICAL TRIALS & BLOCKCHAIN - A
PHARMA PERSPECTIVE

VLADIMIR PETROVIC, Ph.D.
Clinical Biomarkers and Diagnostics,




Clinical Trials and Blockchain

FUNDING % —
/ ~

SPONSOR <—> VENDOR

Pharma company CRO s

Additional data

'\I -
.A ‘
| | | smart -
2
/.‘ contracts /\\\§g

blockchain
*Note: Same for all nodes

ata

« $14 billion market with ~90,000 registered trials
« A number of intermediaries
« Interactions/processes based on trust between parties

K. Culver: Blockchain Technologies: A whitepaper discussing how the claims
process can be improved
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Patient Recruitment and Informed Consent

Limited eligible patient population
(only ~49% of US cancer patients enroll in
clinical trials)

Securing identity

Utilize cryptography to issue token/compute
hash that anyone can check without revealing
patient identity

Privacy concerns

Portions of patient data can be accessed by
different entities (access can be granted or
revoked)

Capture events
Enrollment can be posted on blockchain along
with a minimal set of data

More reliable to report and audit

IEEE STANDARDS ASSOCIATION

http://blogs.perficient.com

www.fda.gov

8



Maintenance and access to electronic
records (patient data)

- Open-access data-sharing model
« Streamlining data access is a complex issue
« System interoperability and accessibility
« Varying data standards
« Inconsistent rules and permissions

Blockchain could provide distributed framework to
support access (not solve the issue by itself)

WWW.nysna.org

- Data provenance
« Manual data propagation/introducing human error
« Data exchange relies on emails or paper copies
« Audit trail is obscured and hard to follow

Blockchain can help with auditability but is not a
substitute for enterprise database with high data hitps://sdr-uk.com/
volume

Bertagnolli et al., Advantages of a Truly Open-Access Data-Sharing Model, NEJM 23;376(12)
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Data Generation and Integrity

Eliminating the need for trust between the

Sponsor and the CRO

« CRO generated data (experimental
measurements)

« Data analysis

« Complex pre-validated process with a strict
set of rules

« Crucial for assessing drug efficacy, patient
health and directing therapy

 CRO is contractually obligated to implement
the rules

http://www.biotechlogic.com

Blockchain can provide a checkpoint layer
to ensure the rules are in effect and the
generated data is intact
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Advantages of Blockchain Inclusion

« The system for storing transaction records
is distributed

 Network participants interact without
establishing trust or central auth.

 Redundancy of stored information (size

limit) 1 0 :]I

« Immutability of audit trail

IC

. Enforcement of pre-agreed upon rules bl ol [l
® Real tlme aCCou nta b|||ty https://tradescrypt.com/

Public vs permissioned blockchain
« Access: Open vs restricted (consortium)
« Security: Proof-of-work vs proof-of-stake

« Scalability: Number of transactions
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Health Data Provenance

ROBERT BARKOVICH
CEO and Founder, Health Linkages

—
|

HealthLinkages




CONTEXT IS ESSENTIAL

HEALTH DATA

DATABASE

HEALTH DATA

WITHOUT
CONTEXT
LAB SYSTEM RADIOLOGY ELECTRONIC
SYSTEM HEALTH
= RECORD
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WHAT IS NEEDED

© IMMUTABLE AUDIT TRAIL
© DATA INTEGRITY

€©) DATA SECURITY

® DATA SHARING

O DATA CONTEXT
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EU GENERAL DATA PROTECTION
REGULATIONS

REGULATIONS
INCREASED TERRITORIAL SCOPE,
BREACH NOTIFICATION DUTY,
RIGHT TO BE FORGOTTEN,
DATA PORTABILITY,

I
QHH\

RIGHT TO ACCESS,
ORGANIZATIONS CONSENT,
PROCESSING PRIVACY

PERSONAL DATA
OF EU CITIZENS

i

ENFORCEMENT: MAY 25, 2018 http://www.eugdpr.org/the-regulation.html
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BLOCKCHAIN = TRUST

A1

PREVIOUS
ROOT

A2 D2

BLOOD GLUCOSE B2 N/§:7:312)) ENCRYPTED
(BG) (A1+ C2)

C2
ENCRYPTED
(A2 + B2)
B2
TEMPERATURE [TV (i)
(TEMP)
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DATA ANALYTICS USE CASE

 SPECIFICALLY FOR
ENTERPRISES

- BEHIND CORPORATE
FIREWALL

- PERMISSIONABLE TO
4 CONNECT WITH OTHER
SYSTEMS

—l
s
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HEALTH
INSTITUTION

'

FIREWALL

N\

CONNECTED HEALTH INSTITUTIONS

HEALTH
INSTITUTION

FIREWALL
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Patient Experience In Pharma autical

Clinical Trials 5

EDWARD BUKSTEL
CEO, CIin__icaI Blockchain




Investigators are the Pharma
Equivalent to Financial Intermediaries

m‘ money transfer wesfl gyTeTEOLT .
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Bitcoin, Ethereum Validated
Blockchain Anonymity Transactions

Bitcoin proved we can move data between

S

(WO non-trusting, anonymaous parties.
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Trust in Healthcare is "Assumed”

But what if we know the other party?

()
-/
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Blockchain is Not a Fit for All of
Healthcare
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Clinical Blockchain Pharmaceutical
Use Case

Individual, personalized, and Drug Companies Pin Hopes On TrialReach To Enroll

patient-centric medicine Patients In Clinical Trials Faster
represents the future of clinical eoiﬁﬁm

research, notably in oncology. Q"

We need to write protocols and competio o comenum ealled Pt o T, o o
plan recruitment strategies et it s G M e EE i

According to CenterWatch, 75% of the public is unaware of clinical

b a S e d U p O n I n d I V I d U a I p a tl e n t studies, and nearly half of trials don’t fulfill their recruitment goals,
causing delays. “If we can compress 1 From The Editor | August 30, 2016 l=R Y in] 3

n ee d S a n d n Ot O n a d i Sea Se we can get medicines to patients muc

formerly vice president of Clinical In JORF HOPES Technology Will Solve Patient Recruitment
C I ass. Eli Lilly, and president of Patients Ct Challenge

Source: Clinical Leader

One obstacle for patients is langnage
i By Ed Miseta, Chief Editor, Clinical Leader

. H H requirements of a trial are peppered e
CI I n Ica I Trl a IS Rec ru Itm e nt pharma giants collaborated to develc R

it easier for patients to understand t}

CO m D ri SeS a ro u n d 4 0 0/0 Of th e ANt APt Ve e T Men Jmeod . .. . Derek Rapp, the president and CEO of JDRF, the
leading global organization funding type 1 ,
. . 1
US pharmaceutical industry's o s i e @ Q e
>/
'\

trial. He has one son who was diagnosed with the
1 H 1 1 disease almost 12 years ago and a s d s vk

collective clinical trial budget S e

he has multiple antibodies (a precursor to the 2/ P

disease) and is at risk of contracting it, as well. / = \D/

Pa t i e n t— Ce n t ri C C I i n i Ca I t ri a I Rapp also cites statistics noting 80 percent of all \/ _U) k

trials are delayed due to recruitment issues. Over

2L

the next decade he expects the number of trials to increase. The primary mission of JDRF is to accelerate

re C r u |t m e n t O n I y i n |t | a te S a t ri a I therapies reaching the marketplace that will help patients living with diabetes and to ultimately find a

cure. Therefore, anything the organization can do to speed up trials is time well spent and a win for the

site once at least one interested, e

pre-identified patlent is found. CLINICAL
BLOCKCHAIN



http://www.pharmaceutical-technology.com/features/featurethe-numbers-game-boosting-clinical-trial-enrolment-4171654/

Clinical Blockchain Use Case for Rare
Disease Patients

Patients and Patient Organizations —

133M Rare Disease Patients in US Power Rare Disease Therapies e

THERAPIES
excluding Cancer. = e/
] ] Robin Robinson ’I‘
' IHealth Care Providers receive
significant revenue for treatment of

3‘ For most of the
\
these patients, in some case over * : enomenon, and he nd

$ 1 M pe r yea r ] stakeholders when planning its marketing

strategies, clinical trials, and R&D strategies.

pharmaceutical S s
industry, the focus

on patient centricity is a relatively new

phenomenon, and the industry continues to

However, for the rare disease sector, the patient has always been front and center,

D Ra re D I Se a Se Pa tl e n ts h a Ve championing for new therapies, looking for treatments, and demanding that the industry pay
requirements relating to record e e
In fact, if it weren't for the actions of empowered patients, some rare disease treatments might

Secu ri ty / po rta b i I ity, m essa g i n g a n d not even exist. Our experts say patient networks and advocacy groups greatly influence rare

resea rC h th at h a Ve n Ot bee n - disease research F;%m;r;t, clinical trials, regulations, and marketing efforts.
N p 3 - ‘actors impacting rare diseases and orphan brands is the
addressed. Ps- i L s o

“IClinical Blockchain supports this H
unique patient group. b=

1)Jess Jacobs example of special
requirements of community.

Record No.

phone

The ONLY comprehensive system for
managing essential medical information.
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http://www.pharmavoice.com/article/2016-02-rare-disease-therapies/
http://medcitynews.com/2015/03/voice-gowns-aetnas-jess-jacobs-willingly-sharing-story-straight-hospital/

Blockchain Innovations: Healthcare
Complexity

% BLOCKSTACK

\

AmazonS3

ee BLOCKSTACK

core

Dropbox

prev link prev link prev link
TO T ’/\ T2 T3
" A IS
PTIO
accountindex: 10 PTH PTI2 PTI3
receiver: Bob accountindex: 10 accountindex: 10 accountindex: 10
amount: 10 amount: 10 amount: 5 amount: 10
gasPrice: 1
SigRec0 SIgRofﬂ SlgRQFZ SigRec3
onca<n nonce: 1 nonce: 2 nonce: 3
3 seqNum: 0 sagNum: 0
Betium: 0 receiver: Bob receiver: Bob seahum: 0
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9 \\@x,n(s.gkcw, \,e&n. H(SigRec1) prevTxH(SigRec2)

\‘ signature |J

Ny
™| signature k_J| sigrEnxQ Ul signhve\|

Iegend: delta link

\ data disposed by docking
(7] persisted tx
docked tx
Ddata stored in the blockchain
Ddata not stored in the blockchain
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delta link

O Code Bitcoin Secondary blockchain
lock btc—»
tx mined
Storage Layer confirmation
period

BitTorrent

| Verification of
SPV proofs
(sidechain)

>

reorg v

period L unlock secoins

Routing Layer . tx mined

- lock secoins

. tx mined
confirmation Y
period

Brid .

idge proposes _»-

Bitcoin transaction

Notaries s:gn_’-

btc tx and Y

broadcast

Virtualchain Layer

Miner +
Notaries votes

proposal

- (drivechain+
votes . multisig)
unlock L
btc tx
mined v optional
|
v expiration
- period
Blockchain Layer unlocked :
btc free

B Affected blocks in secoins ->BTC transfer
Affected blocks in BTC-> secoins transfer

Blockstack has created a structure that is blockchain agnostic and
addresses large files, such as patient data

Rootstock has created interoperability among different
blockchains

Lightning provides 2000+ transactions per sec on a bitcoin
blockchain




Identity: Are you a Pharma? Are
you a Patient?

CIVIC ARCHITECTURE

Repurposing verified identity using the Blockchain

BLOCKCHAIN - ECOSYSTEM PARTICIPANTS
FOR HEALTHCARE INDUSTRY

B_ Authenticated data 3 e
@ = . o | G . Industry Focus
T ¢ Proof of identity (e.g. driver’s license)
Civic or Identity Partner User
B.g&\
e
W
Ne
Attestations sent Request P Supply requested data & &
to blockchain or other data proof of ownership
TECHNOLOGY Tt
- 4 Factom Inc
REVOLUTIONIZING
> 4 Blockph
T HEALTHCARE b ,:;;‘:” e
hd Ainica Y a
cl pe’ IIII!IISTIW v iy

/@ q Check data authenticity,
ownership and validity -~ » —
@ \“\Q‘\“‘

il

Blockchain Identity Requester ;'-—4, a s s
ST F 3 3
R §553 8 g—é 3 23
47' 23 BEle & 5 %
§ 8 (S e I el
S g & B \3 %
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Time for a Healthcare Ledger
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Questions?
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IEEE Blockchain Initiatives & Activities

INITIATIVES ACTIVITIES
Supply Chain/Clinical Trials - IEEE-SA’s State of Blockchain
Technology Implementation Adoption on the Pharma Supply
Industry Connections Program - Chain Research Study available for
NEW purchase week of 23 Oct 2017

Digital Inclusion through Trust - Cutting to the Trace with

and Agency Industry Connections Blockchain Workshop
Program - 8 November 2017 - Washington, DC

. : . : presented at the HDA (Healthcare
http://bit.ly/IEEEDiqgitalldentity Distribution Alliance) 8t Annual Traceability

Seminar

IEEE Blockchain Hosted Session at
7t Annual CROWN Congress
25 January 2018 in Philadelphia

- Blockchain 4 Clinical Trials Forum
12 Fehruary 2018 - Orlando, FL

Blockchain Special Interest
» Group (SIG) on SLACK www Blockchain.ieee.org

https://blockchain-ieee.signup.team
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http://bit.ly/IEEEDigitalIdentity
https://blockchain-ieee.signup.team/
http://blockchain.ieee.org/
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THANK YOU FOR PARTICIPATING

If you are interested in IEEE
Blockchain activities, write to



http://blockchain.ieee.org/
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